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Abstract 
This research focuses on the vital role of sustainable digital transformation in shaping 
smart cities, where information technology drives urban evolution into intelligent and 
efficient hubs. Stressing the importance of ongoing digital progress, the study examines 
the diverse dimensions of sustainable digital transformation, encompassing 
environmental, social, and economic aspects. Integration of technologies like IoT, big 
data analytics, and AI forms the basis for a sustainable smart city, promoting resource 
efficiency, reducing carbon emissions, and improving public services. The study 
acknowledges challenges, including complex system integration, financial constraints, 
and security issues, requiring attention for successful transformation. This research aims 
to make significant contributions to the implementation of sustainable digital practices, 
fostering adaptive, inclusive, and environmentally friendly smart cities. Utilizing the 
Preferred Reporting Items for Systematic Reviews and Meta-Analysis (PRISMA) 
method, the research conducts a systematic literature review to uncover benefits, roles, 
and challenges, contributing insights for discussions on the path of sustainable digital 
transformation. Guided by the PICO framework, research questions explore the 
benefits, roles, and challenges, providing a comprehensive understanding of 
sustainable digital transformation. Results highlight transformative potential, 
emphasizing the need to address challenges for the evolution of intelligent and 
sustainable smart cities. This research aims to make significant contributions to the 
implementation of sustainable digital practices, fostering adaptive, inclusive, and 
environmentally friendly smart cities. 

Keywords 
Sustainable digital transformation, Smart city evolution, Systematic literature review 

 

 

https://creativecommons.org/licenses/by-nc/4.0/deed.id
https://creativecommons.org/licenses/by-nc/4.0/deed.id
https://creativecommons.org/licenses/by-nc/4.0/deed.id
https://doi.org/10.31603/bistycs.132
mailto:hariefamily@yahoo.co.id
mailto:hariefamily@yahoo.co.id


BIS Information Technology and Computer Science  
 

5th Borobudur International Symposium on Science and Technology (BIS-STE) 2023 V124014-2 

 
 

Introduction 
In this era, the development of information technology has become a key driver in 

changing the face of modern cities into smart urban centers [1]. Continuous digital 

transformation is key in guiding the evolution of smart cities towards a sustainable and 

efficient future [2]. The concept of smart cities has become a major highlight in the 

urban field, integrating information technology to improve the quality of life of its 

citizens. In its development, a sustainable digital transformation is needed so that smart 

cities can continue to adapt to environmental changes and people's needs [3]. The 

application of sustainable technologies in the digital transformation of smart cities has 

a positive impact on the efficiency of resource use, reduction of carbon emissions, and 

improvement of public services [4]. Innovations such as the Internet of Things (IoT), big 

data analytics, and artificial intelligence (AI) are key components in forming the 

foundation of a sustainable smart city [5]. Sustainability in the context of digital 

transformation is not only limited to energy efficiency or waste management but also 

involves social and economic aspects [6], [7]. Inclusivity and community participation in 

decision-making are the cornerstones to ensure the long-term sustainability of smart 

cities [8]. 

One of the main challenges in realizing sustainable digital transformation is the 

integration of complex systems [9]. Smart city systems need to be carefully designed 

and managed to ensure interoperability between platforms and support sustainable 

growth [10], [11], [12]. Collaboration between the public and private sectors is a key 

element in creating a sustainable digital transformation ecosystem. The involvement of 

the private sector not only helps in financing projects but also brings innovation and 

expertise needed to advance smart cities [13], [14]. The importance of security in the 

digital environment is increasingly becoming a major concern in smart city 

transformation [15]. Data protection, network security, and cybersecurity are critical 

aspects that must be addressed to maintain system integrity and protect citizens' 

privacy rights [16], [17]. In the context of sustainability, renewable energy and energy 

efficiency are the main focus in the digital transformation of smart cities. Utilizing 

technology for smart monitoring and management of energy resources can make a 

major contribution in reducing the city's carbon footprint [18]. 

Public education and awareness are important elements in dealing with changes 

towards a sustainable smart city. Public understanding of the benefits of digital 

transformation in daily life can encourage technology adoption and support the 

sustainability of the city [19]. The realization of sustainable digital transformation for 

smart city evolution is not an end goal, but a continuous journey to build adaptive, 

inclusive, and environmentally friendly cities. This vision demands continuous 

collaboration, constant innovation, and a commitment to creating smart cities that are 

not only smart but also sustainable for future generations [20].  

The main objective of this research is to conduct an in-depth investigation and compile 

a comprehensive understanding of the concept of sustainable digital transformation in 
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the context of smart city evolution, by adopting the PRISMA (Preferred Reporting Items 

for Systematic Reviews and Meta-Analyses) literature review method. This research 

aims to encourage a more in-depth discussion of the challenges, opportunities, and 

future research directions in the field of digital transformation for sustainable smart 

cities. The resulting conclusions are expected to provide valuable insights and support 

the development of smart cities that are not only smart but also sustainable. This 

research is expected to make a significant contribution to understanding how digital 

transformation can be implemented sustainably in the evolution of smart cities. 

Methods 
Conducting a systematic literature review (SLR) represents a crucial preliminary step in 

the research process, providing the groundwork for knowledge synthesis and aiding in 

the identification of research gaps within existing studies [21]. This method involves 

formulating explicit research questions, scrutinizing relevant studies for their 

applicability [22], and evaluating their quality based on predefined criteria. In this review 

article, the systematic review is conducted using the review protocol [23]. The protocol 

consists of seven distinct phases, which include defining the framework, defining 

research questions, outlining inclusion and exclusion criteria, establishing search 

strategies and data sources, conducting quality assessment checks, performing data 

coding and analysis, and presenting findings and discussions, as illustrated in Figure 1. 

 
Figure 1. Review protocol adopted in this study 

PICO framework 
The PICO framework serves as a structured guide for researchers, helping them frame 

focused questions that facilitate systematic literature review and evidence-based 

decision-making [24]. Table 1 illustrates the PICO Framework of this research.  

Table 1. PICO framework 

Aspect  Description 

Population 
(P) 

: 
Modern cities undergoing digital transformation into smart urban centers, focusing 
on sustainable and efficient development. 

Intervention 
(I) 

: 
Application of sustainable technologies in the digital transformation of smart cities, 
including IoT, big data analytics, and AI. 

Comparison 
(C) 

: 
Comparison of the impact of sustainable digital transformation on resource 
efficiency, carbon emissions reduction, and public services improvement. 

Outcome 
(O) 

: 
Positive outcomes of sustainable digital transformation, such as enhanced 
resource efficiency, reduced carbon emissions, and improved public services. 
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Research questions 
Research questions play a crucial role in helping researchers define the scope of their 

work and address the issues to be investigated in the study. Consequently, in this review 

study, three research questions were developed to provide guidance for the research. 

The formulated research questions are as follows: 

RQ1 : What are the benefits of implementing sustainable digital transformation to 

achieve the evolution of a smart city? 

RQ2 : What is the role of sustainable digital transformation in achieving the evolution of 

a smart city? 

RQ3 : What are the challenges of sustainable digital transformation in achieving the 

evolution of a smart city? 

Inclusion and exclusion criteria 
Literature criteria consist of inclusion and exclusion criteria and the criteria in this study 

were adjusted to the PICO framework that had previously been made with the following 

additions shown in Table 2. 

Table 2. Inclusion and exclusion criteria. 
Criteria Inclusion Exclusion 

Subject Research on technologies around digital 
transformation and smart cities. 

Outside of research on digital 
transformation, and smart cities 

Language English Not in English 
Source Fully accessible and finalized research 

articles retrieved from Scopus 
Research articles that are not fully 
accessible and finalized and retrieved 
from Scopus 

Article type Last 4 years (2020-2023) Before 2020 
Timeframe Application of sustainable digital 

transformation and smart cities evolution. 
Articles that after in-depth analysis 
do not match the research problem 

Journal Theme Engineering, Computer Science, and Social 
Science 

Other than Engineering, Computer 
Science and Social Science 

Area Research on technologies around digital 
transformation, urban living, and smart 
cities 

Outside research from digital 
transformation, urban living, and 
smart cities 

Search strategies and data sources 
The data used in this research is secondary data. The data is in the form of research 

results published in journals online. A data search was conducted through Scopus. The 

article search was conducted by combining several keywords that have been obtained 

with the help of boolean operators (AND, OR), namely ((“digital transformation*” OR 

"digitalization*” OR “Internet of Things”*) AND ("sustainability*" OR "urbanization" 

OR "smart cities*" OR "urban development")). 

The search and refinement phases of this review study followed the guidelines of the 

PRISMA, a methodology previously utilized in another digital transformation review 

study [25]. The PRISMA flowchart is illustrated in Figure 2. 
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Figure 2. Selection with PRISMA 

Search strategies and data sources 
The examination of the retrieved papers' quality is a vital step, and the Quality 

Assessment Check (QAC) plays a key role in this evaluation. The QAC criteria involve 

assessing whether the chosen sources are included in the Scopus index. Results 

obtained from the chosen sources indicate that all selected papers, totaling 100%, are 

indexed in Scopus. The descriptive analysis of the last 20 studies involved coding, 

extracting, and synthesizing key themes related to sustainable digital transformation in 

evolving cities. This stage of the study contributes to a more comprehensive 

understanding of the role of sustainable digital transformation in smart cities. The 

subsequent section utilizes the insights derived from the examined papers to address 

the research questions. 

Results and Discussion 
Regarding the chosen studies on the sustainable digital transformation in the evolution 

of smart cities spanning from 2020 to 2023, the outcomes of this review are presented 

in alignment with the previously mentioned research questions. 

Benefits of sustainable digital transformation for smart cities' evolution 
The evolution of smart cities is significantly enhanced through a sustainable digital 

transformation, presenting many advantages across diverse dimensions. The 
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amalgamation of sustainable practices with digital innovations empowers smart cities 

to attain comprehensive urban development, yielding positive outcomes. Noteworthy 

benefits of sustainable digital transformation in the progression of smart cities include 

a commitment to environmental responsibility. Benefits of sustainable digital 

transformation for smart cities evolution can be seen in the following Figure 3. 

 
Figure 3. Benefits of sustainable digital transformation for smart cities evolution 

This involves prioritizing eco-friendly solutions, thereby reducing carbon emissions and 

minimizing ecological footprints. By incorporating energy-efficient technologies, 

optimizing waste management, and encouraging eco-friendly urban planning, smart 

cities contribute to long-term environmental sustainability [1], [18]. Furthermore, the 

optimization of resource utilization is a key advantage achieved through digital 

technologies. Real-time monitoring, data analytics, and smart grids enable precise 

resource management, leading to a reduction in waste and the promotion of 

responsible consumption patterns in areas such as energy, water, and materials [26], 

[27]. Sustainable digital transformation also equips smart cities with the resilience to 

withstand the challenges posed by climate change and environmental issues. Through 

data-driven insights, cities can develop adaptive strategies and infrastructure that 

endure the impacts of climate change, ensuring long-term sustainability [28].  

The incorporation of sustainability into digital transformation efforts ensures inclusive 

economic development, benefitting all segments of society. This approach promotes 

the creation of green jobs, supports local economies, and encourages socially 

responsible business practices, contributing to a more equitable distribution of 

economic opportunities [6], [29]. Smart and sustainable mobility is another pivotal 

aspect facilitated by sustainable digital transformation. This includes the integration of 

electric vehicles, intelligent traffic management, and optimized public transportation, 

resulting in reduced congestion, lower emissions, and improved mobility for residents 

[30]. 

Moreover, sustainable digital practices empower communities by providing citizens 

with information and tools for active participation in decision-making processes. This 

fosters community engagement, and transparency in governance, and ensures that 
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residents play a vital role in the sustainable development of their city [31]. Smart cities 

can further embrace a circular economy model through sustainable digital practices, 

minimizing waste, promoting recycling, and designing products and services with an 

emphasis on longevity and reusability. This contributes to a more sustainable and 

circular urban ecosystem [32]. The integration of sustainability and digital 

transformation culminates in an overall enhancement of the quality of life for residents. 

From cleaner air and efficient waste management to improved public spaces and smart 

infrastructure, sustainable digital transformation creates an environment that 

promotes well-being [3]. Lastly, the reliance on data analytics for sustainable decision-

making in urban planning, resource allocation, and policy development ensures that 

sustainability goals are measurable, achievable, and continuously optimized based on 

real-time information [1].  

Roles of sustainable digital transformation for smart cities evolution 
Sustainable digital transformation serves as a cornerstone in the progression of smart 

cities, playing a pivotal role in enhancing their efficiency, resilience, and overall 

development. There are four role areas where sustainable digital transformation makes 

a significant impact in achieving the evolution of a smart city which is shown in Table 3. 

Table 3. Role of sustainable digital transformation for smart cities evolution 

No Role Description 

1 Efficient Resource Management Energy Efficiency 
Water Management 

2 Integrated Urban Mobility Smart Transportation 
Data-Driven 

3 Resilient Infrastructure IoT and Sensor Networks 
Disaster Management 

4 Citizen Engagement and Quality of Life Digital Services 
Community Involvement 

In the realm of energy efficiency, smart cities leverage sustainable digital technologies 

such as smart grids, intelligent lighting systems, and energy-efficient buildings. These 

innovations allow for the optimization of energy consumption, consequently reducing 

overall energy demand and carbon emissions. Additionally, in water management, the 

deployment of smart sensors and data analytics facilitates the efficient monitoring and 

conservation of water resources [1], [33]. Digital transformation brings about intelligent 

transportation systems within smart cities. This includes real-time traffic monitoring, the 

implementation of smart parking solutions, and the development of efficient public 

transportation systems [12]. Through data-driven decision-making powered by analytics 

and artificial intelligence, smart cities can make informed choices regarding 

transportation infrastructure [34].  

Sustainable digital transformation enables the deployment of Internet of Things (IoT) 

devices and sensor networks for monitoring critical infrastructure components like 

bridges, roads, and utilities [10]. Real-time data generated by these technologies 

facilitates predictive maintenance, ensuring the resilience and durability of essential 
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structures. Moreover, smart cities employ digital technologies for effective disaster 

management, utilizing sensors, satellite data, and communication networks to enhance 

preparedness and response to natural disasters and emergencies [5].  

Through the delivery of digital services on online platforms, sustainable digital 

transformation enhances accessibility and efficiency of public services. This spans across 

healthcare, education, and government functions, contributing to an overall 

improvement in the quality of life for citizens [3], [8]. Moreover, smart city initiatives 

actively involve citizen engagement through digital platforms, allowing residents to 

participate in decision-making processes, provide feedback, and contribute to the 

ongoing development and sustainability of the city. 

Challenges of sustainable digital transformation for smart cities evolution 
While sustainable digital transformation brings about numerous benefits for the 

evolution of smart cities, it also presents several challenges that need to be addressed. 

Here are some key challenges associated with sustainable digital transformation for 

smart cities shown in Figure 4. 

 
Figure 4. Challenges of sustainable digital transformation for smart cities evolution 

The realization of sustainable digital transformation in smart cities faces a notable 

hurdle concerning financial limitations associated with the adoption of advanced 

technologies and infrastructure [32]. The impact of insufficient financial resources is 

considerable, obstructing the implementation of sustainable solutions and restricting 

the capacity of smart cities to invest in state-of-the-art technologies [35]. This limitation 

may lead to delays in projects or a reduction in scale, ultimately restricting the overall 

scope and effectiveness of digital transformation initiatives. Consequently, it is crucial 

for smart cities to innovate funding models and cultivate partnerships between the 

public and private sectors to navigate these financial challenges. 

Securing meaningful engagement and inclusivity in smart city initiatives presents a 

nuanced challenge, necessitating active participation from residents in decision-making 

processes and the consideration of diverse community needs [36]. The impact of a lack 

of community involvement is significant, potentially resulting in resistance, skepticism, 

or the rejection of digital transformation projects. Additionally, it may lead to solutions 

that inadequately address the unique requirements of various population segments [8]. 

To address this challenge, smart cities must implement robust communication 
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strategies, promote transparency, and embrace inclusive approaches that 

accommodate the social, cultural, and economic diversity within their populations [19]. 

The swift evolution of digital technologies introduces a challenge in crafting 

comprehensive regulatory and policy frameworks to effectively govern smart city 

initiatives. The impact of the absence of clear and adaptive regulatory frameworks is 

noteworthy, potentially giving rise to concerns related to ethics, privacy, and the 

potential misuse of data [37], [38]. This deficiency in regulatory guidance can hinder the 

responsible deployment of digital technologies in smart cities. Consequently, 

collaboration between smart cities and policymakers becomes essential to establish 

agile and up-to-date regulations that ensure the ethical use of technology, safeguard 

citizen privacy, and guide the overall development of the smart city ecosystem [37]. 

Conclusion 
In conclusion, this research, conducted through a systematic literature review using the 

PRISMA method, aimed to comprehensively understand the concept of sustainable 

digital transformation in the context of smart city evolution. The research questions 

focused on the benefits, roles, and challenges of sustainable digital transformation in 

achieving the evolution of smart cities. The benefits of sustainable digital 

transformation in smart cities are manifold. It enhances comprehensive urban 

development, prioritizes environmental responsibility by reducing carbon emissions, 

optimizes resource utilization through real-time monitoring and data analytics, fosters 

resilience to climate change, and promotes inclusive economic development. 

Sustainable digital practices also empower communities, support smart and sustainable 

mobility, and contribute to the overall enhancement of residents' quality of life. 

Sustainable digital transformation plays crucial roles in efficient resource management, 

integrated urban mobility, resilient infrastructure, and citizen engagement, all of which 

are vital for the evolution of smart cities. From energy efficiency and water management 

to smart transportation and disaster management, sustainable digital transformation 

contributes to the development of resilient and efficient urban systems. However, 

challenges accompany the realization of sustainable digital transformation in smart 

cities. Financial limitations pose a significant hurdle, hindering the adoption of advanced 

technologies. Ensuring meaningful community engagement and inclusivity is another 

challenge, requiring active participation from residents in decision-making processes. 

Crafting comprehensive regulatory frameworks to govern smart city initiatives is also a 

challenge, given the swift evolution of digital technologies. In addressing these 

challenges, smart cities must innovate funding models, foster partnerships between the 

public and private sectors, implement robust communication strategies, and embrace 

inclusive approaches. Collaboration between smart cities and policymakers is essential 

to establish agile and up-to-date regulations that ensure the ethical use of technology 

and safeguard citizen privacy. This research contributes valuable insights to the 

understanding of sustainable digital transformation in smart cities and encourages 
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further discussions on the challenges, opportunities, and future research directions in 

this evolving field. The findings of this study support the development of smart cities 

that are not only technologically advanced but also sustainable for future generations. 
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